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Abstract: 

Nowadays data computing is growing larger and difficult day by day. Cloud computing is  releases different delivery of 

computing services like infrastructure as service, software as service, platform as a service, utility services. Security in cloud is a 

growing area in today’s world. In cloud computing data confidentiality security and data recovery are the difficult issues to be 

tackle in cloud computing. The security in cloud computing can be maintained with different cryptographic algorithms like 

elliptic curve cryptography and RSA algorithm. Here the aim of our research is to investigate performance and security aspect of 

RSA algorithm and elliptic cryptography algorithms. In this research paper we compare key size of both algorithms.  
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I. INTRODUCTION 

Cloud computing is a promising computing technology that 

uses the internet and central remote servers to keep data and 

application. To protect that data and application in cloud, 

security is the mainly important concept in cloud. In cloud 

there are data, application and infrastructure are linked within 

the cloud computing, and to protect that information, 

application and infrastructure by applying cloud security 

principles. For example when client upload their 

data/information on the cloud, then data integrity protection is 

challenging, because to protect data/information to 

unauthorized party is too difficult. So that’s why cloud data 

storage security is important. 

 

    Virtualization is built on top in cloud computing. It is the 

important concept in cloud computing. First virtualization 

means to make an implicit version of a resource, and the 

framework divides the resource into one or more execution 

environments. If virtualization has securities issues then there 

also security issues in cloud computing. In cloud computing 

there are confidentiality, integrity and availability are three 

major aspects in cloud computing. And also to maintain 

security on these aspects is a challenging issue. 

 

 
Fig. 1.1 Cloude computing 

 

II. RELATED WORK 

Several research works are going on security of data in cloud 

computing. Sudhansu Ranjan. L and Biswaranjan N [10] 

proposed security model, which secure communication as well 

as hiding the information from unauthorized users. They 

implemented a combination of RSA encryption and digital 

signature. Santosh kumar singh, Dr. P.K. Manjhi and 

dr.R.K.Tiwari[11] implemented RSA algorithm and analyzed 

the performance of algorithm based on three parameters i.e., 

time complexity, space complexity and throughput. Amandeep 

kaur and sarpreet singh[2] have explored various security 

methods like access control, telecommunications and network 

security, information security governance and risk 

management etc. They implemented RSA through an 

encryption and decryption procedure over different key sizes. 

Balkees Mohamed shereek, zaitonmuda and sharifah Y[3] said 

that to keep user data highly confidentially against untrusted 

servers and malicious attacks is very tedious job. So to secure 

those data researchers applying RSA algorithm and Fermat’s 

theorem together. This theorem helps to speed up the RSA 

algorithm.Shreya S[11] and neeraj V[11] they said in their 

research paper main obstacle comes when people to use cloud 

services, then security is also comes in scenario. So to provide 

data security in cloud environment and make people more 

confident while using services of cloud they used RSA 

algorithm and MD5 hash generation algorithm to secure data 

on cloud. 
 

Soumya N.S[7] and Prabha talk[7] about cloud security is a 

combination of policies, technologies and controls to protect 

data, infrastructure and services from possible attacks. In their 

paper they just analysis the data security using RSA 

algorithm.Parsi K[1] and sudha S[1] said security has become 

main obstacle which is hampering the deployment of cloud 

environments. And there are many challenges for data security 

as there is no vicinity of the data for the cloud user. To ensure 

data security in cloud by implementing RSA algorithm.The 

Ravi G[13] and suresha[13] providing the security service 

such as confidentiality in the cloud service by implementing 

elliptic curve cryptography. Gopinath V and Bhuvaneswaran 

R.S design a security system for cloud computing using 

elliptic curve cryptography to secure XML web service and 

associated applications. They also said SSL, VPN and ECC 

play a major role in providing security features to web service. 

Neha T[8] and Ganesan R[8] have contemplated a design for 

cloud architecture which ensures secured movement of data at 

 

Research Article                                                                                                                              Volume 7 Issue No.4  



International Journal of Engineering Science and Computing, April 2017         10818                                                                 http://ijesc.org/ 

client and server end by implementing elliptic curve 

cryptography and also used diffie hellman key exchange 

mechanism for connection establishment. Veerraja G[12], 

srilakshmi L[12] and satish M[12] said that when cloud 

computing applications are developed then security comes 

under in scenario. To manage this data security of cloud in 

cloud computing by implementing digital signature and 

encryption with elliptic curve cryptography. The researchers 

Puneetha C[4] and Dr. M Dakshayini[4] propose a proficient 

data security model using ECC algorithm. These security 

model provides the safety and security assurance to the user 

data, they uses elliptic curve cryptosystem for digital 

signature. The researcher Dr. Salim A A[9] propose a more 

flexible and effective scheme to address data storage security 

problem in cloud computing.ECC led to protect data security 

and confidentiality before it store in cloud servers, also the 

uses of ECDS provide data integrity. 

 

In this research paper we have considered two most commonly 

used cryptographic   algorithms: elliptic and RSA algorithm. 

We have done a comparative study based on the key size of 

RSA and elliptic algorithms. 

 

III. DATA SECURITY IN CLOUD 

There are huge amount of data, application and the 

infrastructure within cloud and to maintain security on cloud 

there are set of policies, technologies and controls to protect 

security in cloud. There are three major issues of data security 

in cloud are: confidentiality, integrity and availability. 

 

 
Fig. 3.1.1 Data security issues 

 

1) Confidentiality:  

              Confidentiality is simply the authenticated one should 

be able to access and retrieve the data. So in order to protect 

the confidentiality of information, then information is 

encrypted with only the authoritative one and he being 

proficient to decrypt it because of some information known 

only to him. Snooping is also main threat in confidentiality. 

Snooping means unauthorized access to another person’s data. 

 

2) Integrity: 

              Integrity means to protect information from being 

modified by unauthorized party. To protect data integrity by 

using hash method, when receiver receives data then first he 

compares that data with original message by using hash 

method. In this way data can be protect in cloud computing.  

 

3) Availability: 

              Availability refers to the capability of user to access 

information or resources in particular place and in the exact 

format. When a system is regularly non-functioning, 

information availability is affected and significantly impacts 

users. 

 

3.1 RSA Algorithm 

RSA is a public-key encryption, and it is largely used for 

protecting perceptive data. When particular individual sent the 

information from one cloud to another cloud over an internet, 

to maintain security and to protect data by attackers RSA 

algorithm is comes in scenario. In 1977 RSA algorithm was 

described by Ron Rivest, Adi Shamir and Leonard Adleman. 

This public key encryption is also known as asymmetric key 

cryptography. In RSA have two different linked keys, which 

are public and private. The public key is shared with each one, 

but private key kept secret. In RSA cryptography, these two 

keys can be used for encrypting the message. The RSA 

algorithm has broadly used because asymmetric algorithm. The 

asymmetric algorithm provides the confidentiality, integrity 

and availability. Here researchers Mrs. P. Kalpana, [1] Mrs. 

Sudha Singaraju [1] introduced the proposed algorithm for data 

security using RSA: 

 

RSA algorithm involves three steps: 

1. Key Generation 

2. Encryption 

3. Decryption 

 

Key Generation: 

Before the data is encrypted, Key generation should be done. 

This process is done between the Cloud service provider and 

the user. 

 

Steps: 

1. Choose two distinct prime numbers a and b. For security 

purposes, the integers a and b should be chosen at random and 

should be of similar bit length. 

 

2. Compute n = a * b. 

 

3. Compute Euler’s to tient function, Ø(n) = (a-1) * (b-1). 

 

4. Chose an integer e, such that 1 < e < Ø(n) and greatest 

common divisor of e , Ø(n) is 1. Now e is released as Public-

Key exponent. 

 

5. Now determine d as follows: d = e-1(mod Ø(n)) i.e., d is 

multiplicate inverse of e mod Ø(n). 

 

6. d is kept as Private-Key component, so that d * e = 1 mod 

Ø(n). 

 

7. The Public-Key consists of modulus n and the public 

exponent e i.e, (e, n). 

 

8. The Private-Key consists of modulus n and the private 

exponent d, which must be kept secret i.e, (d, n). 

 

Encryption: 

Encryption is the process of converting original plain text 

(data) into cipher text (data). 

 

Steps: 

1. Cloud service provider should give or transmit the Public- 

Key (n, e) to the user who wants to store the data with him or 

her. 

 

2. User data is now mapped to an integer by using an agreed 

upon reversible protocol, known as padding scheme. 
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3. Data is encrypted and the resultant cipher text(data) C is C 

= me (mod n). 

 

4. This cipher text or encrypted data is now stored with the 

Cloud service provider. 

 

Decryption: 

Decryption is the process of converting the cipher text(data) to 

the original plain text(data). 

 

Steps: 

1. The cloud user requests the Cloud service provider for the 

data. 

 

2. Cloud service provider verifies the authenticity of the user 

and gives the encrypted data i.e., C 

 

3. The Cloud user then decrypts the data by computing, m = 

Cd (mod n). 

 

4. Once m is obtained, the user can get back the original data 

by reversing the padding scheme. 

 

In this way by using key generation, encryption and decryption 

steps data can be protected in cloud computing. But in this 

RSA algorithm generates the lengthy keys, so that’s why it 

takes very much time for decryption. 

 

3.2 Elliptic Curve Cryptography 

Elliptic key cryptography is a public key cryptosystem. It 

creates faster, smaller and more efficient cryptographic keys. 

In 1985 by Victor Miller (IBM) and Neil Koblitz was 

discovered elliptic cryptography algorithm. Elliptic curve 

cryptography algorithms entered broad use in 2004 to 2005. It 

provides a method of assuring the confidentiality, integrity, 

availability. The equation of an elliptic curve is given as: 

 

 

 
 

Fig. 3.2.1 Simple elliptic curve[13] 

 

According to above equation there key generation, encryption, 

and decryption are done to provide data security in cloud. 

Here Veerraju G[8], I.Srilakshmi[8], Satish Muppidi [8] 

introduced the proposed algorithm for data security using 

ECC: 

 

Both clouds agree to some publicly-known data item. 

a. The elliptic curve equation 

i. values of a and b 

ii. prime, p 

b. The elliptic group computed from the elliptic curve 

equation 

 

c. A base point, B, taken from the elliptic group 

 

Key generation: 

1. A selects an integer dA. this is A’s private key. 

 

2. A then generates a public key PA=dA*B 

 

3. B similarly selects a private key dB and computes a public 

key PB= dB *B 

 

4. A generates the security key K= dA *PB. B generates the 

secrete key K= dB *PA. 

 

Signature Generation: 

For signing a message m by sender of cloud A, using A’s 

private key dA 

1. Calculate e=HASH (m), where HASH is a cryptographic 

hash function, such as SHA-1 

 

2. Select a random integer k from [1, n − 1] 

 

3. Calculate r = x1 (mod n), where (x1, y1) = k * B. If r = 0,go 

to step 2 

 

4. Calculate s = k − 1(e + dAr)(mod n). If s = 0, go to step 2 

 

5. The signature is the pair (r, s) 

 

6. Send signature (r, s) to B cloud. 

 

Encryption algorithm: 

Suppose A wants to send to B an encrypted message. 

i. A takes plaintext message M, and encodes it onto a point, 

PM, from the elliptic group. 

 

ii. A chooses another random integer, k from the interval [1, p-

1] 

 

iii. The cipher text is a pair of points PC = [ (kB), (PM + kPB) 

] 

 

iv. Send cipher text PC to cloud B. 

 

Decryption algorithm: 

Cloud B will take the following steps to decrypt cipher text 

PC. 

 

a. B computes the product of the first point from PC and his 

private key, dB dB * (kB) 

 

b. B then takes this product and subtracts it from the second 

point from PC(PM + kPB) – [dB(kB)] = PM + k(dBB) – 

dB(kB) = PM 

 

c. B cloud then decodes PM to get the message, M. 

 

Signature Verification: 

For B to authenticate A's signature, B must have A’s public 

key PA 

1. Verify that r and s are integers in [1, n − 1]. If not, the 

signature is invalid 

https://bithin.files.wordpress.com/2012/02/eccequation.png
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2. Calculate e = HASH (m), where HASH is the same function 

used in the signature generation 

 

3. Calculate w = s −1 (mod n) 

 

4. Calculate u1 = ew (mod n) andu2 = rw (mod n) 

 

5. Calculate (x1, y1) = u1B + u2PA 

 

6. The signature is valid if x1 = r(mod n), invalid 

In these above steps like key generation, encryption, decryption 

using data can be protected in cloud computing. In this 

algorithm small key generates by using their equation. Here 

key size bit is small so that’s why it’s faster than RSA 

algorithm. 

 

3.3 Comparative study 

The RSA algorithm and Elliptic curve cryptography algorithm 

are used for data security in cloud computing. But there is 

some key size bits difference in two algorithms. Basically 

elliptic curve cryptography is probably better for most 

purpose, but not for everything. 

The following table shows you the key strength comparison of 

RSA algorithm and ECC: 

 

RSA ECC 

1024 160 

2048 282 

4096 409 

Table 3.3.1 

 

As compare to RSA key size the ECC key size is smaller that’s 

why it’s taking less CPU consumption and memory usage. In 

cloud there are lots of data are stored and to security purposed 

many researchers are said that ECC is the better than RSA 

according to above key size. Basically in RSA algorithm key 

generation can be done in by using 2 prime numbers. After 

generating prime number then compute n and phi(Ø) then 

compute the value for d. After that choose e and then compute 

public key and private key. According to public key and 

private key further encryption and decryption are done. In this 

RSA there is very slow key generation process. In elliptic 

curve cryptography also selects two prime numbers as same as 

RSA but here only one difference is that key size bit, ECC uses 

small key size because it has implementing its own equation. 

This ECC is faster than RSA so that’s why ECC is most 

preferable algorithm in cloud computing used for data security. 

 

 

IV. CONCLUSION 

In today’s scenario cloud computing facing more security 

issues for transferring data from one place to another. Also 

user is more concerned about security, that’s why RSA and 

elliptic algorithm are used to protect data in cloud.  RSA and 

elliptic are two different algorithms as their own 

representation. We research comparative study between both 

algorithms according to their key size. That results the 

performance, CPU consumption and memory usage. 
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